PHU LUC: PIEU KHOAN, PIEU KIEN PANG KY VA SU DUNG
PHUONG THU'C XAC THU'C DANH CHO KHACH HANG CA NHAN

Diéu khoan va diéu kién str dung phuong thirc xac thuc cua Vietcombank (goi tit 1a
“Quy dinh nay”) quy dinh vé quyén va nghia vu cua Ngan hang TMCP Ngoai thuong
Viét Nam (Vietcombank) va Khach hang trong qua trinh Khach hang sir dung céac
phuong thic xac thuc ma Vietcombank cung cip khi sir dung san pham dich vu cua
Vietcombank. Khach hang duoc xem 13 d3 chap nhan va dong y voi tat ca cac noi dung
trong Quy dinh nay khi ky tén trén cac biéu mau dang ky/ thay doi phuong thirc xac thyc
hoic xac nhan dong y qua hinh thac dién tir. Ban Piéu khoan/diéu kién nay va "Ban
dang ky sir dung phuong thic x&c thuc Hard Token/Vietcombank Smart OTP"; "Ban
dang ky str dung Dich vy Ngan hang dién ti"; "Giay dé nghi ma ho so thong tin khach
hang c& nhan, tai khoan giao dich va dang ky str dung dich vu ngan hang" (ban giay hoic
ban dién tir) sau khi dugc ky gitra Khach hang va Vietcombank s& cé gia tri phap ly rang
bugc giita cac bén va la mot bo phan khdng tach roi ciia hop dong cung cip dich vu ngan
hang da ky gitta Vietcombank va khach hang.

PIEU 1. GIAI THICH TU NGU

- Phuong thuc xac thuc: LA céach thie duge VCB sir dung dé xac thuc khach hang
khi thyuc hién giao dich trén cac kénh ngan hang dién tir va cac kénh khac theo quy
dinh cua Vietcombank, bao gém: Mat khau ding nhap dich vu (MPIN), Sinh tric
hoc, SMS OTP, Vietcombank Smart OTP, Hard Token

- Mat khau mot 1an (OTP — One time password): 1a mat khau c6 gia tri st dung mot
lan va c6 hiéu luc trong mot khoang thoi gian nhat dinh.

- Phuong thtc X4c thuc sinh trac hoc: 1a viéc st dung giai phap nhan dién khudn
mat, van tay, tinh mach, giong noi, vdng mac...ctia con nguoi (goi chung la sinh
trac hoc) dé xéac thuc khach hang theo quy dinh ciia Vietcombank trong tirng thoi
Ky.

- Phuong thirc Xac thuc SMS OTP: 1a phuong thirc xac thuc trong d6 ma OTP duoc
giri qua tin nhan dén s dién thoai dang ky ciia Khach hang.

- Phuong thirc xac thuc MPIN (Mat khau dang nhap dich vu): 1a phuong thic Xac
thuc trong d6 Khach hang sir dung mat khau dang nhap dich vu (Internet
Banking/Mobile Banking) dé xac thuc giao dich.

- Phuong thirc xac thuc Vietcombank Smart OTP: 1a phuong thirc Xac thuce trong d6
mi OTP duoc sinh ra bai ung dung dugc cai dat trén thiét bi di dong cua Khach



hang (Smartphone, ipad, tablet...). Phuong thuc x&c thuc Vietcombank Smart
OTP gdm 2 hinh thic:
v Ung dung doc lap: Ma OTP duoc sinh ra thong qua viéc Khach hang nhap
ma kiém tra giao dich vao tng dung Vietcombank Smart OTP.
v' Tich hop vao VCB — Mobile B@nking, VCBPAY: Hé théng tu dong sinh va
dién ma OTP ngay trén man hinh giao dich.
- Phuong thirc x&c thuc Hard Token: la phuong thuc xac thuc trong d6 ma OTP
duoc tao ra boi thiét bi Hard Token do Vietcombank cung cap cho khach hang st
dung.

PIEU 2. PIEU KIEN SU DUNG PHUONG THUC XAC THUC

1. Piéu kién sir dung chung:

- Khéach hang can c6 tai khoan thanh toén tai Vietcombank.

- Khéch hang can hoan tit cac yéu cau dang ky, chdp nhan tat ca diéu khoan diéu
kién st dung dich vu ngan hang cua Vietcombank trong d6 yéu cau thuc hién céac
phuong thirc xac thuc va va diéu khoan diéu kién st dung phuong thirc xéac thuc
cua Vietcombank dugc quy dinh tai tung thoi ky.

2. Diéu kién sir dung riéng theo tirng phwong thirc Xac theec:
2.1. Phuwong thirc xac thyc Sinh tréc hoc

- C6 thiét bi di dong hoic may tinh bang cé chirc ning mé khda thiét bi bang
phuong thiic sinh tric hoc.

- Pang ky st dung phuong thirc xac thuc sinh trac hoc véi Vietcombank qua hinh
thire dién tir theo quy dinh cua Vietcombank trong tirng thoi ky.

2.2. Phuong thirc xac thuc SMS OTP

- CO thiét bi di dong két ndi mang vién thong theo quy dinh cua Vietcombank trong
tung thoi ky.

- ba dang ky str dung dich vu VCB - SMSBanking cta Vietcombank.

2.3. Phurong thirc Xac thuc MPIN

- ba dang ky str dung dich vu VCB — Mobile B@nking hoac VCB — iB@nking cua

Vietcombank
2.4. Phurong thurc Xac thuc Hard Token

- C6 thiét bi Hard Token ¢ trang thai hoat dong do Vietcombank cung cap trong
tung thoi ky.

2.5. Phurong thurc xac thuc Vietcombank Smart OTP

- C6 thiét bi di dong (dién thoai théng minh hodc may tinh bang) sir dung hé diéu
hanh theo quy dinh cua Vietcombank trong tirng thoi ky. Luu y: Phuong thic xac



thuc Vietcombank Smart OTP khdng hd tro cac thiét bi di dong da can thiép ¢
muc d6 hé diéu hanh (jail break, unlock, rooted...)

ba dang ky str dung dich vu VCB — SMSB@nking cua Vietcombank.

Hoan tat tai, cai dat va kich hoat ¢tng dung Vietcombank Smart OTP vé thiét bi di
dong cua Khach hang.

PIEU 3. PHAM VI DICH VU VA HAN MUC GIAO DICH AP DUNG

Tuy theo quy dinh cta phép luat va chinh séch cua Vietcombank trong ting thoi Ky,

Vietcombank quy dinh pham vi &p dung chi tiét cua ting phuong thic Xac thuc twong
rng Vvoi tiing loai dich vu Vietcombank dang cung cap cho Khach hang va han mic giao
dich &p dung theo tirng loai phuong thirc x&c thuc. Pham vi ap dung va han muc giao
dich s& dugc Vietcombank thong bao dén khach hang théng qua mét trong cac kénh sau
day: Website chinh thic cua Vietcombank; théng bao tai cac diém giao dich cua
Vietcombank; tng dung VCB — iB@nking/VCB — Mobile B@nking; giri dén email hoic
dién thoai di dong hoic dia chi buu dién do Khéch hang cung cip cho Vietcombank.

PIEU 4. QUYEN VA NGHIA VU CUA KHACH HANG

1.

Quyén ciia Khéch hang:
C6 quyen s dung cac phuong thic xac thuc do Vietcombank cung cap.
Yéu cau Vietcombank cap nhat cac thong tin dang ky str dung, yéu cau cap lai mat
khau, khda, mo khda/kich hoat lai phuong thirc xac thuc theo thu tuc dang ky cap
nhat ma Vietcombank quy dinh. Vietcombank s& thuc hién yéu cau cua Khéch
hang sau khi tién hanh kiém tra va chap nhan yéu cau nay.
C6 quyén diang ky thay d6i phuong thirc xac thuc, han muac giao dich cua phuong
tharc xac thuc trong gidgi han cho phép tuong trng vai goi dich vu.
C6 quyén khiéu nai véi Vietcombank vé cac sai s6t, vi pham (néu cd) phat sinh
trong qué trinh stir dung phuong thirc xac thuc theo quy dinh cua phap luat. Viéc
khiéu nai s& duoc thuc hién theo quy dinh cua ting dich vu ngan hang ma Khach
hang str dung.
Khéach hang cé quyén yéu cau cham dut sir dung phuong thirc xac thuc.
Thuc hién cac quyén khac cia Khach hang theo quy dinh nay va cac quy dinh c6
lién quan caa phap luat.

Nghia vu ciua Khach hang:
Khach hang chiu trach nhiém dam bao qua trinh dang ky, thao tac st dung phuong
thirc xac thuc chinh xac va day du tuan theo huéng dan cua Vietcombank.



- Khéch hang chiu trach nhiém bao mat cac thiét bi cai dit phuong thirc Xac thuc
hozc thiét bi nhan ma OTP, thuc hién céc bién phap phong tranh va ngan chin viéc
sir dung trai phép céac thiét bi d6 trong kha ning ciia minh.

- Hoan toan chiju trach nhiém vé viéc cai dit ung dung Vietcombank Smart OTP
trén thiét bi di déng dugc xac thuc bang ma kich hoat gui vé sé dién thoai dang ky
cua Khach hang.

- Khach hang c6 nghia vu bao mat théng tin ctia phuong thirc Xac thuc va/ hoac cac
thong tin khac lién quan do Vietcombank cung cap. Moi giao dich duoc xac thuc
théng qua tén truy cap, mat khau va phuong thic xac thuc ma Vietcombank cung
cap cho Khach hang dugc hiéu l1a giao dich duogc thuc hién theo y chi cua Khach
hang.

- Chi cac phuong thirc xac thuc do Vietcombank cung cip trén cac kénh giao dich
chinh thirc, do Vietcombank quy dinh trong ting thoi ky, mai cé gia tri phap ly va
rang budc cac bén lién quan.

- Khéch hang dong y dé Vietcombank tu dong ghi ng bat ky tai khoan thanh toan
nao cia Khach hang dé thu cac khoan phi, cac nghia vy tai chinh phat sinh phai tra
cho Vietcombank khi Khach hang sir dung phuong thirc xac thyc.

- Hoan toan chiju trach nhiém khi tén truy cap, mat khau, thdng tin xac thuc bi 19, bi
danh cip, bi loi dung c6 nguyén nhan xuét phat tir phia Khach hang, ké ca khi Quy
dinh nay hét hiéu luc.

- Khi ¢6 nhu cau ngung st dung phwong thirc xac thuc, Khach hang co trach nhiém
thong bao cho Vietcombank biang maét trong cac hinh thire sau theo quy dinh cua
Vietcombank trong tung thoi ky, bao gom: lién hé diém giao dich hop phap cua
Vietcombank, yéu cau trén VCB — iB@nking hoiac VCB — Mobile B@nking,
VCBPAY, goi dién cho Trung tdm hd trg khach hang — VCC cua Vietcombank

- Cap nhat thong tin tai cac diém giao dich cua Vietcombank trong truong hop
Khach hang c6 su thay d6i vé sb dién thoai nhan ma OTP.

- Thuc hién cac nghia vu khac theo Quy dinh nay, thoa thuan gitra cac bén va quy
dinh cua phép luat.

PIEU 5. QUYEN VA NGHIA VU CUA VIETCOMBANK

1. Quyén cia Vietcombank:
- Khéng chiju trach nhiém vai bat ky thiét hai ndo xay ra do 16i Khach hang dé 16 tén
truy cap, mat khau, thong tin xac thuc vi bat ky ly do gi.
- Khéng chiu trach nhiém néu Khach hang st dung phan mém, tai liéu hay tuan theo
cac chi dan khéng do Vietcombank cung cép.



- Giri cac théng tin vé phuong thic x4c thuc cua Vietcombank téi Khach hang theo
mét trong cac hinh thirc sau: Thong bao tai diém giao dich cua Vietcombank,
théng bao qua ung dung VCB — iB@nking/VCB — Mobile B@nking hoic; giri dén
email hodc dién thoai di dong hoic dia chi buu dién do Khéach hang cung cap cho
Vietcombank.

- Vietcombank c6 quyén thay d6i cac noi dung céc noi dung cia Quy dinh nay bang
cach gui thong bao cho Khach hang. Khach hang dugc xem la da nhan dugc thong
bao néu:

v' Cac thong bao nay da dugc dang tai trén website chinh thuac cua
Vietcombank tai dia chi: http://portal.vietcombank.com.vn; hoac

v Puoc théng béo tai cac diém giao dich cua Vietcombank; hoic

v" Duoc thdng bao qua rng dung VCB — iB@nking/VCB — Mobile B@nking;
hoac

v DPugc gui dén email hodc dién thoai di dong hoic dia chi buu dién do Khach
hang cung cp cho Vietcombank

- Vietcombank c6 quyén chu dong nging cung cap phuong thirc xac thuc cho
Khach hang khi:

v' Vi ly do nam ngoai tam kiém soat, phong ngira va du kién caa Vietcombank,
Vietcombank khdng con kha niang cung cap phuong thirc xac thuc hay Khach
hang khéng con thudc ddi tuong st dung phuong thuc xac thuc theo noi
dung trong Quy dinh nay va cac quy dinh lién quan khac cua Vietcombank,
hay dai dién ty quyén ciia Khach hang khong duoc Vietcombank chap thuan.

v Vi ly do thay d6i chinh sach phap luat cia nha nudc din dén viéc
Vietcombank khdng thé tiép tuc cung cap cho Khach hang.

v Cac truong hop khac theo quy dinh cua Vietcombank trong tirng thoi ky.

v' Trong trudng hop Vietcombank chii dong nging cung cap phuong thirc Xac
thuc cho Khach hang, Vietcombank s& théng bao cho khach hang bang mot
trong cac hinh thac sau: Thong béo trén website, thong béo trén tng dung
cua Vietcombank, théng bao béng van ban, email va cac hinh thic khac
trong tirng thoi ky vé viéc Vietcombank ngirng cung cip phuong thic Xac
thuc.

- Thuc hién c&c quyén quy dinh tai cac diéu khoan khac ctua Quy dinh nay, cac quy
dinh ndi bo cta Vietcombank va cac quy dinh c0 lién quan ctaa phéap luat.

2. Nghia vu cua Vietcombank:

- Tuan thu cac quy dinh phap luat hién hanh vé an toan bao mat trong giao dich

ngan hang dién tu.



Cung cip phuong thic x&c thuc trong pham vi khach hang dang ky sir dung va
thoa thuan véi Vietcombank.

Bao mat thong tin cua khach hang theo quy dinh cua phéap luat. Vietcombank chi
cung cap cac thong tin lién quan dén Khach hang, thdng tin vé giao dich cua
Khach hang cho bén thir ba khi duoc su cho phép cua Khach hang hoac theo yéu
Cau cla cic co quan Nha nudc ¢d tham quyén, theo quy dinh cta phép luat; hoac
cung cap cho nhan vién caa Vietcombank, bén thir ba va/hoic ca nhan/td chic dai
dién cho Vietcombank cung cap Dich vu cho Khach hang khi cac nhan vién nay,
bén thir ba can phai biét thong tin dé xir ly dit liéu, thuc thi lénh giao dich qua
Ngan hang dién tir caa Vietcombank hay giai quyét cac tranh chap (néu co) giita
Khach hang va Vietcombank lién quan dén viéc thyc hién Quy dinh nay véi diéu
kién bén tha ba va/hoic ca nhan/td chirc d6 co cam két véi Vietcombank vé viéc
dam bao trach nhiém giir bi mat thong tin duoc cung cap.

Pam bao cac quyén loi ciia Khach hang khi xéac thuc giao dich bang cac phuong
thirc xac thuc ma Vietcombank cung cip cho Khéch hang.

Khoa quyén sir dung cac phuong thirc xac thuc cia Khach hang khi nhan duoc
théng bao cua Khach hang vé viéc thiét bi xac thuc bi that lac va/ hoic 16 thong tin
dang nhap phuong thirc xac thuc cua Khach hang.

Giai quyét cac khiéu nai cua Khach hang lién quan dén viéc st dung phuong thirc
xac thuc cua Vietcombank.

Thuc hién cac nghia vu cua Vietcombank quy dinh tai cac diéu khoan khac cua
Quy dinh nay.

PIEU 6. XU LY SU CO TRONG QUA TRINH SU DUNG PHUONG THUC XAC
THUC

Khach hang can goi dién ngay cho Trung tdm hd tro khach hang - VCC cua
Vietcombank; hoic dén cac diém giao dich ctia Vietcombank dé dugc huéng dan
xu ly néu:

v' Khéch hang khong thé truy cap vao tng dung Vietcombank Smart OTP hay
nghi ngd tén truy cap, mat khau, thong tin xac thuc bi 16 hay quén mat khau,
tén truy cap; hoac

v' Khéch hang phat hién bat ky mot van dé nao hay cac sy ¢6 vé mat nghiép vu
hodc ky thuat lién quan dén su an toan trong hoat dong cua ung dung
Vietcombank Smart OTP va céc thiét bi Hard Token.

Trong trudng hop Khach hang nhap sai mat khau dang nhap cia Phuong thirc x4c
thuc (4p dung véi Vietcombank Smart OTP, Hard Token nang cao) qué sb lan toi
da theo quy dinh cua Vietcombank trong tung thoi ky, Khach hang sé bi khda



quyén truy cap. Tuy theo chinh séch cua Vietcombank tirng thoi ky, Khach hang
cd thé yéu cau kich hoat lai/ mé khoa ang dung/thiét bi tai cac diém giao dich cua
Vietcombank hoac trén ngan hang dién toe (VCB — iB@nking, VCB — Mobile
B@nking).

PIEU 7. CAC TRUONG HQP MIEN TRACH NHIEM

Vietcombank khéng chiu trach nhiém ddi véi nhirng thiét hai, mit mat cuaa Khach

hang phét sinh tu/do:

Khach hang dé 16/tiét 16 théng tin xac thuc va/hoic cac théng tin khac lién quan
dén giao dich cho ngudi khac; hoic

Sy ngat quéng, tri hodn, tinh trang khong san sang sir dung hoac bat ky sy ¢é nao
Xay ra trong qua trinh kiém tra thong tin va ldy ma xéc thuc trén cac phuong thic
xac thuc ma Khach hang dang ky do cac nguyén nhian nam ngodi kha ning kiém
soat hop Iy cua Vietcombank bao gom: tinh trang gian doan cua hé théng cua
Vietcombank (do can duoc nang cép, sira chita nham phuc vu Khach hang tét
hon), su ¢d dudng truyén caa nha cung cap dich vu Internet, sy ¢6 dudng truyén
ctia cdc mang Vién thong, su cd dién, cac su kién bat kha khang nhudich bénh,
tham hoa, chién tranh, khing bd, thién tai, 1ii lut, hoa hoan, sét ddnh va/ hodc cac
su kién bat kha khang khac xay ra; hoac

Su ¢b c6 lién quan dén thiét bi cua khach hang (bao gom su ¢6 hé diéu hanh); hoac
Thiét bi cua khach hang bi ngudi khac st dung ma duoc sy déng y hoic khong
dugc sy dong y cua khach hang; hoic,

Viéc Vietcombank thuc hién theo cac quyét dinh cia co quan nha nudc c6 tham
quyeén.

PIEU 8. THOI HAN HIEU LUC VA CAC TRUONG HQP CHAM DUT QUY

PINH

Quy dinh nay va céac nodi dung sira d6i/bd sung (néu cd) cé hiéu luc rang budc nhu
mét hop dong gitta Khach hang va VCB ké tir thoi diém Vietcombank cong bé noi
dung trén website (hodc phuong thirc phil hop khéc) duoc Khéach hang chap thuan
thdng qua viéc:
v' Khach hang ding ky sir dung bat ky Phuong thirc Xac thuc nao; hoic .
v' Khach hang lam theo chi dan cam két tuan thi trén Man hinh diang ky
Phuong thirc xac thuc twong trng; hoac
v' Khach hang trudc d6 di dang ky va tiép tuc str dung bat ky Phuong thic xac
thuc nao sau khi Vietcombank dang tai Quy dinh nay trén website chinh thic



cua Vietcombank va/hoic gui dén dia chi email da dang ky cua Khach hang
va’hoic niém yét tai cac diém giao dich cua Vietcombank.
- Quy dinh nay hét hiéu luc khi Khach hang nging sir dung phwong thic xac thyuc
va cé4c bén da thuc hién xong toan bd quyén va nghia vu theo Quy dinh nay va cac
Quy dinh khéac co lién quan cta Phap luat va cua Vietcombank.

PIEU 9. GIAl QUYET TRANH CHAP TRONG QUA TRINH SU DUNG
PHUONG THUC XAC THUC

Moi tranh chap phét sinh tir hoic lién quan dén Quy dinh nay dwoc giai quyét trén co
s thuong lugng gita cac bén. Trong truong hop khong thuong lugng duoc, tranh chap
d6 s& duoc giai quyét tai Toa &n Nhan dan c6 tham quyén noi dit tru s& cua Vietcombank
tai thoi diém nop don khoi kién.

PIEU 10. THAY POI NOI DUNG CUA PIEU KHOAN PIEU KIEN

- Vietcombank c6 quyén thay d6i cac noi dung cia Quy dinh ndy bang céch gui
thong bao cho Khach hang. Khach hang duoc xem 13 di nhan duogc théng bao néu:
v Cac thong bao nay da dugc dang tai trén website chinh thuc cua
Vietcombank tai dia chi: http://portal.vietcombank.com.vn; hoac
v Puogc théng béo tai cac diém giao dich cua Vietcombank; hoic
v" Dugc thong bdo qua ung dung VCB — iB@nking/VCB — Mobile B@nking;
hoac
v Puoc gui dén email hodc dién thoai di dong hoic dia chi buu dién do Khach
hang cung cap cho Vietcombank
- Vietcombank c6 trach nhiém thong béo téi Khach hang it nhat 03 Ngay lam viéc
truéc thoi diém cac thay d6i cua Piéu khoan va Piéu kién nay co6 hiéu luc, trir
truong hop phai thuc hién ngay cac thay déi d6 theo quy dinh phép luat va/hoic
theo yéu ciu cua co quan nha nudc ¢d tham quyén. Néu Khach hang tiép tuc st
dung Dich vu sau ngdy céc thay d6i ciia Diéu khoan va Diéu kién nay c6 hiéu luc
thi dugc hiéu 1a Khach hang chip nhén cac thay déi d6 va Vietcombank khdng can
phai c6 thém bat ky chap thuan nao caa Khéch hang.

PIEU 11. CAC PIEU KHOAN KHAC

- Trong trudng hop bat ky diéu khoan nao hay mét phan caa diéu khoan nao bi vo
hiéu bai phap luat ciing s& khdng anh hudng dén hiéu luc cua cac diéu khoan khéc
cua Quy dinh nay.



Trong truong hop Quy dinh ndy va tng dung Vietcombank Smart OTP dugc lap
hay thé hién dudi nhiéu tht tiéng thi ban tiéng Viét co gié tri 4p dung, cac ban dich
duéi cac thir tiéng khac tiéng Viét chi ¢ gia tri tham khao.

Cac van dé khong duoc quy dinh trong Quy dinh nay s& duogc thyc hién theo quy
dinh lién quan khac cua Vietcombank, cia phap luat va théa thuan gitra cac bén.



