HUONG DAN THUC HIEN GIAO DICH TRUC TUYEN TAI CAC WEBSITE
THUONG MAI PIEN TU CO BIEU TUQNG 3D SECURE 2.0

@ Khach hang truy cip website c6 biéu twgng 3D Secure 2.0 cua cac To chic thé qubc té

(TCTQT) va/hoic va chon hang hoéa dich vu can mua, chon thanh toan.

VISA
I“E;""éeh’ceucrs J/ Secu re

@ Tai bwéc thanh toan, khach hang nhap théng tin thé gom:

2 SafeKey

¢ Ho tén chu thé

< Sbthe

% Ngay hiéu luc thé

% S6 CVV/CVC/Batch code (3 sé cudi in trén thanh chit ky & mat sau thé hoidc 4 sé in trén
goc phai mat trudc the Amex)

= Chen thanh toan

Hé théng thuc hién danh gia

< Trudng hop hé thong danh gia khong rai ro, hé théng khong yéu cau xéac thuc ma chuyén
sang budc cap phép (trir tién trong tai khoan hoac trir han mac thé khi du diéu kién)

< Truong hop hé théng danh gia co rui ro, hé thong hién thi cac phuong thirc Xac thuc
khach hang di ding ky véi VCB theo tht tw wu tién (i) SMS OTP, (i) Smart OTP, (iii)
Email OTP.

Cac phuong thirc xac thuc OTP

% Truwong hop Khdach hang da ding ky phwong thirc nhgn OTP (qua sb dién thoali,
Email, Smart OTP)



= Hé thdng hién thi man hinh yéu cau Khach hang lra chon hinh thitc nhan mat khau

OTP: Qua Sé dién thoai hoic Email da ding ky véi ngan hang.

Uletcombankc' V’ SA

B English

Pon vi chép nhén thé: Merchant xyz
S6 tién: 20000.0 VND

Ngay giao dich: 05/07/2019 10:54:17
S6 theé: 4283 10XX XXXX X737

Chon hinh thirc xac thue

SMS (09100091 b
Huy
Can ho trg ¥

= Khach hang lya chon phuong thirc nhan OTP qua sé dién thoai hoic Email hoic
Smart OTP va lya chon “Xéc nhan” = Hé théng chuyén sang Budc 3.
= Khach hang lra chon “Huy bo” = Hé thdng quay lai Budc 1.

< Trwong hep thé khong ding ky phwong thirc xac thuc. Hé théng hién man hinh thong
bao: “Quy khach chua ding ky sb dién thoai/email dé nhan ma xéc thuc khi giao dich
truc tuyén tai don vi 3D-Secure.Vui 10ng soan “VCB 3DS” gtri 6167; hoic truc tiép téi
Chi nhanh hoic Phong giao dich Vietcombank dé dang ky dich vu”

- Hé théng chuyén vé Budc 1.



@ Sau khi Khach hang da lga chon phwong thirc nhan OTP:

X/

s Trwong hep Khach hang lwa chen nhgn OTP qua SMS

Unetcurnbankc

Pon vi chép nhén thé: Merchant xyz
Sé tién- 60000.0 VND

Ngay giao dich: 05/07/2019 10:54:17
Sé thé: 3567 T1XX XXXX X318

Mat khéu (OTP) g3 duoc gl téi s6 dign thoai 091x0000¢91 ma
Quy khach da dang ky.

Mat khdu (OTP) ciia quy khach s& hét hidu lic trong 53 gidy

Mat khdu OTP | Nhdp mét khau (OTF

OTP mdi
Can hé tro +

A

- Khéch hang nhap OTP vira nhan duoc qua SMS, lya chon “Xac nhan” - chuyén sang

Buac 4.

- Truong hop Khach hang khéng nhan dugc OTP, lya chon “OTP méi” dé nhan OTP

moi.

- Trudng hop Khéach hang khdng mudn tiép tuc thuc hién giao dich, lua chon “Huy bo”

dé durng giao dich > quay vé Buéc 1.



R/

s Trwong hep Khach hang lwa chen nhdgn OTP qua Email

Uletcnmbanko V’SA

Bon vi chap nhan thé: Merchant xyz
Sé tién: 20000.0 VND

Ngay giao dich: 05/07/2019 10:54:17
Sé thé: 4283 10XX XXXX X737

Mat khiu (OTP) 33 dwoc giF téi email thanhph hx@box ma
Quy khach d& dang ky.

Mat khiu (OTP) clia quy khach sé& hét hiéu Iuc trong 59 gidy

Mat khdu OTP | Nhap mat khau (OTP)

Hay
OTP mdi

Can ho tro ¥

- Khach hang nhap OTP vira nhan duoc qua email, lya chon “Xac nhan” = chuyén sang

Buaoc 4.

- Truong hop Khéach hang khong nhan duoc OTP, lya chon “OTP méi” dé nhan OTP
mai.

- Truong hop Khéch hang khdng muén tiép tuc thuc hién giao dich, lua chon “Huy bo”
dé durng giao dich > quay vé Buéc 1.



R/

% Trwong hep Khach hang lwa chen nhgn OTP qua Smart OTP

Uletcombanke V’SA

Don vi chap nhan thé: Merchant xyz
Sé tién: 20000.0 VND

Ngay giao dich: 05/07/2019 10:54:17
Sé thé: 4283 10XX XXXX X737

M3 kiém tra: 07966509

Quy khéch vui lang nhdp m3 kiém tra frén vao man hinh Smart
OTP gé nhan OTP cda giao dich.

Mat khdu (OTP) ciia quy khach s& hét hidu luc trong 58 gidy

Mt khdu OTP | Nhap mét khau (OTP

Can ho tror S

- Khach hang tuy cap App Vietcombank Smart OTP, nhap pass vao App Vietcombank
Smart OTP

- Click Liy m4 OTP
- Nhap ma kiém tra trén man hinh giao dich vao App Vietcombank Smart OTP
- Lay M4 OTP nhap OTP vao man hinh giao dich. Hé théng chuyén budc 4

- Trudng hop Khéach hang khdng mudn tiép tuc thuc hién giao dich, lua chon “Huy bo”

dé durng giao dich > quay vé Buéc 1.

Luru y: Mt khdu OTP c6 higu luc trong 1 phut.



@ Sau khi khach hang nhap OTP

< Khach hang nhap OTP dung: Hé théng hién man hinh xac nhan giao dich thanh cong.

% Khéch hang nhap OTP sai: Hé théng hién man hinh nhap sai OTP:

= Truwong hep Khach hang lua chen nhgn OTP qua SMS

Uletcombanke V’SA

Bon vi chap nhan thé: Merchant xyz
Sé tién: 20000.0 VND

Ngay giao dich: 05/07/2019 10:54:17
S6 thé: 4283 10XX XXXX X737

Mt khiu (OTP) d3 dwoc gl toi sé dién thoai 09100091 ma
Quy khach 33 dang ky.

Mat khdu (OTP) ciia quy khach s& hét hidu lyc trong 42 gidy

Mat kndu OTP | Nhap mat khau (OTP)

Xin 16i Quy khach d& nhap sai ma OTP, vui lang thi lai

Lwru - Thé chia Quy khach s& bi tam khda néu Quy khach nhap
sai OTP 5 lan lién tigp

OTP mdi

Cén hé trg ¥




= Trwong hep Khach hang lwa chen nhgn OTP qua Email

Uletcombanke V’SA

Bon vi chap nhan thé: Merchant xyz
S6 tién: 20000.0 VND

Ngay giao dich: 05/07/2019 10:54:17
Sé thé: 4283 10XX XXXX X737

Mat khdu (OTP) 3 duoc gl téi email thanhph.hx@xx ma
Quy khach da dang ky

Mat khau (OTP) ciia quy khach s& hét hiéu lyc trong 39 gidy

IM4t khdu OTP | Nhap mét khau (OTP)
Xin 16i Quy khach d3 nhap sai ma OTP, vui léng thir lai

Lwru - Thé cia Quy khach s& bi tam khéa néu Quy khéach nhap
sai OTP 5 lan lign tiép

Hay
OTP mdi

Can hé tre b




= Trwong hep Khach hang lwa chen nhgn OTP qua Smart OTP

Uletcombanke
Don vi chdp nhan thé: Merchant xyz

S6 tién: 60000.0 TWD

Ngay giao dich: 05/07/2019 10:54:17

S6 thé: 3567 71XX XXXX X318

Mé kiém tra: 94492349

Quy khach vui long nhap mi kiém tra trén vae man hinh Smart
OTP dé& nhan OTP cia giao dich.

Mat khdu (OTP) cla quy khéch s& hét hidu luc trong 12 gidy

M4t khdu OTP | Nhdp mat khau (OTP)

Quy khach vui long nhap ma ki&m tra trén vao man hinh Smart
OTP de nhan OTP cida giao dich.

Lwru - Thé clia Quy khéach s& bi tam khéa néu Quy khach nhap
sai OTP 5 1an lién tigp

Cén hd trer W+

- Khéch hang nhap mat khau OTP vira nhan duoc, lua chon “Xac nhan” = Man hinh

quay lai Budc 3 va yéu cau khach hang nhap lai OTP.



Khach hang nhap sai OTP lién tiép qua sb lan quy dinh theo tirng thoi ky cia VCB
(hién tai quy dinh 5 Ian), man hinh hién thi thong b&o nhap sai mat khau > Hé thong
tw dong khoa thé, khéng cho phép thé giao dich tai ATM, POS, ECOM.

Vietcombank O V’ SA

Khoa OTP
Quy khach da nhap sai OTP 5 lan lién tiép.

Thé cla quy khach da bi tam khoa.

Dé m¢ khoa thé, Khach hang thec hién:

Cha @ong mo khoa thé trén cac kénh Digibank tai Muc Tién ich gia taing/M& khoa thé hoac
Lién hé Trung tdm hd trg Khach hang 24/7 cia VCB theo sb dién thoai 1900545413 dé duoc
hd tro.



