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Piéu khoan, diéu kién dang ky va st dung phuong thdc xac thuc danh cho Khach hang ca
nhan (goi tat 13 "Ban DKDK") quy dinh vé quyén va nghia vu cia Ngadn hang TMCP Ngoai
thuong Viét Nam (Vietcombank) va Khach hang trong qua trinh Khach hang st dung cac phuong
thirc xac thuc ma Vietcombank cung cap khi st dung sdn pham dich vu cua Vietcombank. Khach
hang duoc xem 13 d3 chdp nhan va dong v véi tat cd cac ndi dung trong van ban nay khi ky tén
trén cac biéu mau dang ky/ thay déi phuong thic xac thuc hoac xac nhan déng v qua hinh thic
dién t&. Ban BKDK nay va "Ban dang ky si dung Dich vu Ngan hang dién td"; "Gidy dé nghi mo
ho so thong tin khach hang cd nhan, tai khoan giao dich va dang ky st dung dich vu ngén hang"
(ban gidy hoac ban dién tu) sau khi duoc ky gita Khach hang va Vietcombank sé c6 gia tri phap
Iy rang budc gita cac bén va la mdt bd phan khdéng tach roi cia hop dong cung cdp dich vu
ngan hang da ky gita Vietcombank va Khach hang.

DPiéu 1. Giai thich to ng
1. Phuong thc xac thuc: 13 cach thic duoc Vietcombank st dung dé xac thuc Khach hang khi
thuc hién giao dich trén Ngan hang s6 VCB Digibank va cac kénh khac theo quy dinh cla

Vietcombank tai ting thoi ky, bao gdm: Mat khau dang nhap VCB Digibank (MPIN), sinh trac
hoc, SMS OTP, Vietcombank Smart OTP.

2. Mat khdu mot 1an (OTP - One time password): I3 mat khau co gia tri s& dung mot 1an va co
hiéu luc trong Mot khoang thai gian nhat dinh theo quy dinh cua phap ludt va Vietcombank
trong tung thoi ky.

3. Phuong thirc xac thuc sinh trac hoc: 13 viéc st dung gidi phap nhan dién khudn mat, van tay,
tinh mach, giong ndi, vdng mac..cia con ngudi (goi chung 13 sinh trac hoc) dé xac thuc khach
hang theo quy dinh cta Vietcombank trong tung thoi ky.

4. Phuong thic xac thyc SMS OTP: la phuong thic xac thuc trong d6 ma OTP duoc gui qua tin
nhan dén so dién thoai dang ky cua Khach hang.

5. Phuong thic xac thyc MPIN: I3 phuong thac xac thuc trong d6 Khach hang s& dung mat
khau dang nhap Ngan hang s6 VCB Digibank dé xac thuc giao dich.

6. Phuong théc xac thuc Vietcombank Smart OTP: Ia phuong thic xac thuc trong d6 ma OTP
duoc sinh ra bdi tng dung Smart OTP. Ung dung nady co thé duoc tich hop vao (ng dung
\VCB Digibank (goi Ia Smart OTP tich hop) hoac hoat ddng dudi hinh thic 1 tng dung doc 1ap
(goi 13 Smart OTP doc 1ap). Phuong thic xac thuc Vietcombank Smart OTP gom 2 hinh thic
sinh ma OTP:

- M3 OTP duoc hé théng sinh ra théng qua viéc Khach hang nhap ma kiém tra giao dich hoac
quét ma QR dé dién ma kiém tra giao dich vao Ung dung Smart OTP.

- M3 OTP duoc hé théng sinh ra va tu déng hién thi ngay trén man hinh giao dién cua Ung
dung cua VCB Digibank khi Khach hang xac thuc giao dich.
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DPiéu 2. Piéu kién s dung phuong thirc xac thuc

1.

Piéu kién s dung chung

Khach hang can hoan tdt cac yéu cau dang ky, chdp nhan tat cd diéu khoan diéu kién sur
dung dich vu ngédn hang cua Vietcombank trong d6 yéu cau thuc hién cdc phuong thirc xac
thuc va va diéu khoan diéu kién sir dung phuong thic xac thuc cua Vietcombank duoc quy
dinh tai ttng thoi ky.

Piéu kién s dung riéng theo ting phuong thic xac thuc

Phuong thic xac thuc Sinh trac hoc

Co6 thiét bi di dong hoac may tinh bang co6 chic nang mé khoa thiét bi bang phuong thic sinh
trac hoc.

Pang ky s dung phuong thic xac thuc sinh trac hoc vai Vietcombank theo quy dinh cua
Vietcombank trong tung thoi ky.

Phuong thic xac thuc SMS OTP

KH da dang ky s& dung Ngan hang so VCB Digibank hoac dich vu ngan hang can xac thuc
do Vietcombank quy dinh tai tung thaoi ky.

Co thiét bi di ddng két ndi mang vién thdng theo quy dinh clda Vietcombank trong ting thoi
ky.

Phuong thiac xac thuc MPIN

D3 dang ky s& dung Ngan hang s6 VCB Digibank.

d) Phuong thdc xac thuc Vietcombank Smart OTP

- C6 thiét bi di dong (dién thoai thong minh hodc may tinh bang) s& dung hé diéu hanh theo
quy dinh cua Vietcombank trong tung thoi ky. Luu y: Phuong thic xac thuc Vietcombank
Smart OTP khong ho tro cac thiét bi di dong da can thiép & mic do hé diéu hanh (jail break,
unlock, rooted..)

- Hoan tat tai, cai dat va kich hoat Ung dung Smart OTP trén thiét bj di dong cua Khach hang.

DPiéu 3. Pham vi dich vu va han muc giao dich ap dung

Tay theo quy dinh cda phap luat va chinh sach cua Vietcombank trong tung thoi ky,
Vietcombank quy dinh pham vi ap dung chi tiét cua ting phuong thic xac thuc tuong (ng voi
ting loai dich vu Vietcombank dang cung cdp cho Khach hang va han muc giao dich ap dung
theo tung loai phuong thac xac thuc.

Pham vi dp dung va han muc giao dich sé duoc Vietcombank thong bdo dén Khach hang
théng qua mot trong cac kénh sau day: Website chinh thic cua Vietcombank; théng bao tai
cac diém giao dich cua Vietcombank; Ngan hang s6 VCB Digibank phién ban Web/ App; gui
dén email hoac dién thoai di dong hoac dia chi buu dién do Khach hang cung cdp cho
Vietcombank.

Poi v6i phuong thic xac thuc Smart OTP tich hop, sau khi hay dich vu VCB Digibank, Khach
hang duoc tiép tuc s& dung Smart OTP tich hop tai giao dién dang nhdp cua (ng dung
Digibank dé xac thuc cho cac giao dich thuc hién trén cac kénh truc tuyén khac theo quy
dinh cua Vietcombank tung thoi ky. Truong hop KH dang ky st dung lai VCB Digibank, ngay
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khi kich hoat dich vu thanh cdng, hé théng sé tu dong huy Smart OTP gan véi s6 dién thoai
cd/ thiét bi cd cua Khach hang.

Piéu 4. Quyén va nghia vu cta Khach hang

a)

Quyén cta Khach hang

Co6 quyén st dung cac phuong thic xac thuc do Vietcombank cung cap.

Yéu cdu Vietcombank cdp nhat cac thdng tin dang ky sU dung, véu cdu cap lai mat khau,
khoa, md& khoa/kich hoat lai phuong thic xac thuc theo thd tuc dang ky cap nhat ma
Vietcombank quy dinh. Vietcombank sé thuc hién yéu cau cua Khach hang sau khi tién hanh
kiém tra va chdp nhan yéu cau nay.

Co quyén dang ky thay déi phuong thic xac thuc, han mdc giao dich cla phuong thic xac
thuc trong gigi han cho phép tuong ing vai goi dich vu.

Co6 quyén khiéu nai vai Vietcombank vé cac sai sot, vi pham (néu cd) phat sinh trong qua trinh
st dung phuong thirc xac thuc theo quy dinh cda phap ludt. Viéc khiu nai sé duoc thuc hién
theo quy dinh cua tung dich vu ngan hang ma Khach hang s dung.

Khach hang c6 quyén yéu cau chdm dut st dung phuong thirc xac thuc.

Thuc hién cac quyén khac cua Khach hang theo quy dinh tai Ban DKBK nay va cac quy dinh
co lién quan cua phap luat.

Nghia vu cua Khach hang

Khach hang chiu trach nhiém dam bao qua trinh dang ky, thao tac s&r dung phuong thic xac
thuc chinh xac va day du tudn theo hudng dan cda Vietcombank.

Khach hang chiu trach nhiém bao méat cac thiét bi cai dat phuong thirc xac thuc hodc thiét bi
nhan ma OTP, thuc hién cac bién phap phong tranh va ngan chan viéc st dung trai phép cac
thiét bj do trong kha nang cda minh.

Hoan toan chiu trach nhiém vé viéc cai dat tng dung Smart OTP ddc 1&p trén thiét bi di ddng
duoc xac thuc bang ma kich hoat gui vé s6 dién thoai dang ky Vietcombank Smart OTP cua
Khach hang.

Hoan toan chiu trach nhiém vé viéc kich hoat Smart OTP tich hop trén (ng dung VCB
Digibank.

Khach hang c6 nghia vu bdo mat théng tin cua phuong thic xac thuc va/ hoac cac théng tin
khac lién quan do Vietcombank cung cdp. Moi giao dich duoc xac thuc thong qua tén truy
cap, mat khau va phuong thic xac thuc ma Vietcombank cung cdp cho Khach hang duoc hiéu
la giao dich duoc thuc hién theo vy chi cua Khach hang.

Chi cac phuong thic xac thuc do Vietcombank cung cdp trén cac kénh giao dich chinh thirc,
do Vietcombank quy dinh trong tung thoi ky, mai co gia tri phap ly va rang budc cac bén lién
quan.

Khach hang déng v dé Vietcombank tu déng ghi no bat ky tai khoan thanh todn nao cua
Khach hang dé thu cac khoan phi, cdc nghia vu tai chinh phat sinh phai tra cho Vietcombank
khi Khach hang st dung phuong thic xac thuc.

Hoan toan chiu trach nhiém khi tén truy cap, mat khau, théng tin xac thuc bi 16, bi danh cap,
bi loi dung c6 nguyén nhan xudt phat t& phia Khach hang, ké ca khi van ban nay hét hiéu luc.,
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Khi c6 nhu cdu nguing s dung phuong thic xac thuc, Khach hang co6 trach nhiém théng bao
cho Vietcombank bang mét trong cac hinh thic sau theo quy dinh cla Vietcombank trong
ting thoi ky, bao gdm: lién hé diém giao dich hop phdp cua Vietcombank, yéu cdu trén Ngan
hang s6 VCB Digibank phién ban Web hoac App, goi dién cho Trung tdm ho tro khach hang
- VCC cva Vietcombank.

Cap nhat thdng tin tai cac diém giao dich cua Vietcombank trong truéng hop Khach hang co
su thay ddi vé so dién thoai nhan ma OTP.

Thuc hién cac nghia vu khac theo quy dinh tai Ban DKBDK nay, thoa thuan gitta cac bén va
quy dinh cda phap luat.

Diéu 5. Quyén va nghia vu cua Vietcombank

a) Quyén coa Vietcombank

Khong chiu trach nhiém voi bat ky thiét hai nao xay ra do 16i Khach hang dé 16 tén truy cap,
mat khau, théng tin xac thuc vi bat ky Iy do gi.
Khong chiu trach nhiém néu Khach hang s& dung phan mém, tai liéu hay tudn theo cac chi
dan khong do Vietcombank cung cap.
GUi cac thong tin vé phuong thic xac thuc cua Vietcombank tdi Khach hang theo mot trong
cac hinh thic sau: Théng bao tai diém giao dich cda Vietcombank, théng bdo qua Ngan hang
s6 VCB Digibank hoac; g dén email hoac dién thoai di ddng hoac dia chi buu dién do Khach
hang cung cdp cho Vietcombank.
Vietcombank cé quyén thay déi cac néi dung cac ndi dung cia Ban DKDK nay bang cach gui
théng bado cho Khach hang. Khach hang duoc xem la d3 nhan duoc thdng bdo néu:
o Cac thbng bao nay da duoc dang tai trén website chinh thic cua Vietcombank tai dia
chi: http://portal.vietcombank.com.vn; hoac
Puoc théng bao tai cac diém giao dich cua Vietcombank; hoac
Puoc théng bdo qua Ngan hang s6 VCB Digibank (ban Web hoac App); hoac
Puoc gui dén email hodc dién thoai di ddng hoac dia chi buu dién do Khach hang cung
cap cho Vietcombank
Vietcombank cd quyén chi déng nging cung cap phuong thic xac thuc cho Khach hang khi:
o Vi Iy do nam ngodi tdm kiém soat, phong nga va du kién cua Vietcombank,
Vietcombank khong con khd nang cung cdp phuong thic xac thuc hay Khach hang
khong con thudc déi tuong st dung phuong thic xac thuc theo ndi dung trong Ban
PKDK nay va cac quy dinh lién quan khac cta Vietcombank, hay dai dién Gy quyén cua
Khach hang khong duoc Vietcombank chép thuan.
o Vi ly do thay d6i chinh sach phap luat cia nha nuéc dan dén viéc Vietcombank khéng
thé tiép tuc cung cdp cho Khach hang.
Cac truong hop khac theo quy dinh cua Vietcombank trong tung thoi ky.
Trong truong hop Vietcombank chu ddng nging cung cdp phuong thic xac thuc cho
Khach hang, Vietcombank sé théng bao cho khach hang bang médt trong cac hinh thic
sau: Thong bao trén website, thong bao trén (ng dung cua Vietcombank, théng bao
bang van ban, email va cac hinh thic khac trong ting thai ky vé viéc Vietcombank
ngung cung cap phuong thdc xac thuc.
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Thuc hién cac quyén quy dinh tai cac diéu khoadn khac cua Ban BDKDK nay, cac quy dinh noi
bd cua Vietcombank va cac quy dinh co lién quan cla phap luat.

Nghia vy cda Vietcombank

Tuadn thd cac quy dinh phap ludt hién hanh vé an toan bdo mét trong giao dich Ngan hang
dién tu.

Cung cép phuong thdc xac thuc trong pham vi Khach hang dang ky s& dung va thoa thuan
voi Vietcombank.

Bao mat thong tin ctia Khach hang theo quy dinh cua phap ludt. Vietcombank chi cung cap
cac thdng tin lién quan dén Khach hang, théng tin vé giao dich cua Khach hang cho bén th
ba khi duoc su cho phép ctia Khach hang hoac theo yéu cau cua cac co quan Nha nudc cod
thdm quyén, theo quy dinh cua phap ludt; hoac cung cdp cho nhan vién clda Vietcombank,
bén th( ba va/ hoac ca nhan/ t6 chic dai dién cho Vietcombank cung cép Dich vu cho Khach
hang khi cac nhan vién nay, bén th( ba can phai biét thong tin dé x Iy di liéu, thuc thi 1énh
giao dich qua Ngan hang dién tur cua Vietcombank hay giai quyét cac tranh chap (néu cd) gita
Khach hang va Vietcombank lién quan dén viéc thuc hién cac quy dinh tai van ban nay voi
diéu kién bén th(r ba va/ hoac ca nhan/ t6 chic do c6 cam két voi Vietcombank vé viéc dam
bao trach nhiém gid bi mat théng tin duoc cung cap.

Dam bao cac quyén loi cia Khach hang khi xac thuc giao dich bang cac phuong thic xac thuc
ma Vietcombank cung cap cho Khach hang.

Khoa quyén sur dung cac phuong thic xac thuc cia Khach hang khi nhan duoc théng bao cla
Khach hang vé viéc thiét bi xac thuc bi that lac va/ hoac 16 thdng tin dang nhap phuong thirc
xac thuc cia Khach hang.

Gidi quyét cac khiéu nai cta Khach hang lién quan dén viéc si dung phuong thic xac thuc
cua Vietcombank.

Thuc hién cac nghia vu cua Vietcombank quy dinh tai cac diéu khoan khac cua Ban DKDK
nay.

DPiéu 6. X ly su c6 trong qua trinh Khach hang st dung phuong thirc xac thuc

a)

Khach hang can goi dién ngay cho Trung tdm ho tro khach hang - VCC cua Vietcombank;
hoac dén cac diém giao dich cua Vietcombank dé duac huéng dan xa Iy néu:

Khach hang khong thé truy cap vao Ung dung Vietcombank Smart OTP hay nghi ngd tén truy
cap, mat khau, théng tin xac thuc bi 16 hay quén mat khau, tén truy cap; hoac

Khach hang phat hién bat ky mot van dé nao hay cac su c6 vé mat nghiép vu hodc ky thuat
lién quan dén su an toan trong hoat déng cda Ung dung Vietcombank Smart OTP.

Trong truong hop Khach hang nhdp sai mat khau dang nhap cia Phuong thic xac thuc (ap
dung vaéi Vietcombank Smart OTP) qua s6 1an t6i da theo quy dinh cua Vietcombank trong
ting thoi ky, Khach hang sé bi khoa quyén truy cap. Tuy theo chinh sach cua Vietcombank
ting thoi ky, Khach hang co thé yéu cau kich hoat lai/ mé& khoda Ong dung/ thiét bi tai cac
diém giao dich cua Vietcombank hoac trén cac kénh Ngan hang s6 VCB Digibank.

DPiéu 7. Céac trudng hop mién trach nhiém
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Vietcombank khodng chiu trach nhiém doi voi nhiing thiét hai, mat mat cua Khach hang phat
sinh tu/do:

a) Khach hang dé 16/ tiét 16 thong tin xac thuc va/ hoac cac thdng tin khac lién quan dén giao
dich cho ngudi khac; hoac

b) Su ngat quang, tri hoan, tinh trang khéng san sang s dung hodc bat ky su c6 nao xay ra
trong quad trinh kiém tra thdng tin va 18y ma xac thuc trén cdc phuong thic xac thuc ma
Khach hang dang ky do cac nguyén nhan nam ngoai khd nang kiém soat hop Iy cua
Vietcombank bao gom: tinh trang gidn doan cua hé théng cua Vietcombank (do can duoc
nang cap, sta cha nham phuc vu Khach hang t6t hon), su cd duong truyén cda nha cung
cap dich vu Internet, su cd dudng truyén cla cdc mang vién thong, su co dién, cac su kién
bat kha khang nhu dich bénh, tham hoa, chién tranh, khung bd, thién tai, 10 lut, hoa hoan, sét
danh va/ hodc cac su kién bat kha khang khac xay ra; hoac

c) Su c6 cb lién quan dén thiét bi ctia khach hang (bao gom su c6 hé diéu hanh); hoac

d) Thiét bi cia khach hang bi ngudi khac s& dung ma duoc su dong v hoac khong duoc su dong
y cua khach hang; hoac,

e) Viéc Vietcombank thuc hién theo cac quyét dinh cua co quan nha nuéc cd tham quyén.

DPiéu 8. Thaoi han hiéu luc va cac truong hop cham dat quy dinh

a) Ban DKDK nay va cac ndi dung stra doi/ bo sung (néu co) co hiéu luc rang budc nhu Mot
hop dong gia Khach hang va Vietcombank ké t thoi diém Vietcombank cong bd ndi dung
trén website (hodc phuong thic phd hop khac) duoc Khach hang chap thuan thong qua viéc:

- Khach hang dang ky s dung bat ky Phuong thic xac thuc nao; hoac

- Khach hang Iam theo chi dan cam két tuan thu trén Man hinh dang ky Phuong thic xac thuc
tuong Ung; hoac

- Khach hang truoc do da dang ky va tiép tuc sir dung bat ky Phuong thic xac thuc nao sau
khi Vietcombank dang tai van ban nay trén website chinh thlc cia Vietcombank va/ hoac gui
dén dia chi email d3 dang ky cua Khach hang va/ hoac niém yét tai cac diém giao dich cua
Vietcombank.

b) Van ban nay hét hiéu luc khi Khach hang ngung st dung phuong thc xac thuc va cac bén da
thuc hién xong toan bd quyén va nghia vu theo van ban nay va cac quy dinh khac co lién
quan cua Phap luat va cua Vietcombank.

Piéu 9. Giai quyét tranh chap trong qua trinh st dung phuong thirc xac thuc

Moi tranh chdp phat sinh t&r hoac lién quan dén Ban DKDK nay duoc gidi quyét trén co s&
thuong luong gitra cac bén. Trong truong hop khong thuong luong duoc, tranh chdp do sé duoc
gidi quyét tai Toa an Nhan dan co tham quyén noi dat tru s& cda Vietcombank tai thoi diém nop
don khai kién.

Piéu 10. Thay d6i ndi dung cla Diéu khodn diéu kién

a) Vietcombank c6 quyén thay déi cac néi dung cua Ban DKDK nay bang cach gui thédng bao
cho Khach hang. Khach hang duoc xem la d& nhan duoc théng bdo néu:
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Cac théng bao nay da duoc dang tai trén website chinh thic cla Vietcombank tai dia chi:
https://portal.vietcombank.com.vn; hoac

Puoc thdng bao tai cac diém giao dich cua Vietcombank; hoac

Puoc théng bdo qua Ngan hang s6 VCB Digibank phién ban Web/ App; hoac

Puoc gui dén email hodc dién thoai di ddng hoac dia chi buu dién do Khach hang cung cap
cho Vietcombank.

Vietcombank co trdch nhiém thong béo tdi Khach hang it nhat 03 ngay 1am viéc trudc thoi
diém cac thay déi cia Ban BDKDK nay co hiéu luc, trdr truong hop phai thuc hién ngay cac
thay doi do theo quy dinh phap ludt va/ hoac theo yéu cdu cua co quan nha nudc co tham
quyén. Néu Khach hang tiép tuc st dung Dich vu sau ngdy cac thay doi cua Ban BDKDK nay
co6 hiéu luc thi duoc hiéu 13 Khach hang chdp nhan cac thay doi do va Vietcombank khong
can phai c6 thém bat ky chdp thudn nao cua Khach hang.

Diéu 1. Cac diéu khoan khac

a)

Trong truong hop bat ky diéu khoan nao hay mdt phan cla diéu khodn nao bi vo hiéu bdi
phap ludt clng sé khong anh huong dén hiéu luc cua cac diéu khoan khac cua Ban DKDK
nay.

Trong truong hop Ban DKDK nay va Gng dung Vietcombank Smart OTP duoc 18p hay thé
hién dudi nhiéu thr tiéng thi ban tiéng Viét co giad tri ap dung, cac ban dich dudi cac thir tiéng
khac tiéng Viét chi co gid tri tham khao.

Cac van dé khoéng duoc quy dinh trong Ban BKDK nay sé duoc thuc hién theo quy dinh lién
quan khac cua Vietcombank, cua phap luat va thoa thuan gita cac bén.

Théng tin lién hé cua Vietcombank

v

v
v
v

Website chinh thic cua Vietcombank: https://portal.vietcombank.com.vn
Dich vu khach hang 24/7: hotline 1900545413;

Mang lu6i diém giao dich cua Vietcombank;

Tru s& chinh: Ngan hang TMCP Ngoai thuong Viét Nam

o BDia chi: S6 198 Tran Quang Khai, quan Hoan Kiém, Ha Noi, Viét Nam
o Dién thoai: (84.24) 3934 3137
o Fax: (84.24)3826 9067
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